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CHAPTER

TWO

K

VM E - BERELKCED APT FR B heps P8, HF TR 244

2.1 B

API Hiihf::

R Z8 IR . https:/test-stamp.bitfactory.cn/api

HFEEREE : https://stamp.bitfactory.cn/api

15K B4R =API Hudik + #2044 FK, i hash 7EiIF 32 44 7 2/evidence/hash , Wi SR %424 https://

test-stamp.bitfactory.cn/api/evidence/hash

2.2 ik

FIr A B3R 8E4H RESTFUL J7ik

2.3 ¥

2.3.1 EHiEkL headers

FEA ik

re- RS, HEAR PO, KA 32 (7

quest_id

ac- VIR, 24 5 5B 1 fe SM2 A 915 03— access_key

cess_key

nonce T KB A], AZTPA Unix Time 4% 1%, nonce 5 [k 45-# B (B RTS8 0 1 97 900 &b, 5 M3 3K
R TCAL

signature | ARG SM2 FAEHIEF T2 4 SR 24P ER , HURZEZ i a it — 4R
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Biltn:

"request_id": "2XiTgZ20VrBgGgKQlruCKh"

"access_key": "2y7cg8kmoGDrDBXJLaizoD"

"nonce": "1464594744"

"signature": "cdvtQ52evi4dYDIuygRRiGhosn5XZyDH63LhNMk10I0LFBAamfuEBb6A2v1ynVY112ASzC/
—yolU/pbEAZOzxdtg=="

232 BANESH

FEE | ik
code IR
data GRS €T
message | fHiRA

Biltn:
{
"data": {
"attestationId": "rBgGgKQlruCKhXiTgZ2oVr",
}
"message": "string",
"code": "string"
}
6
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2.3.3 &izRt5

$HIRED | FAiR
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1002 KRN 2

1003 TEIEARTEAE

1004 TFUER K

1005 FRUFAL B A
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CHAPTER

THREE

O

3.1 Mig(LiFERkSE

/] MR R

HttpRequest httpRequest = HttpUtil.createPost (uri + apiName);
/) HREE Kk

Map<String , String> headers = new HashMap<>();

headers.put ("request_id", requestId);

headers.put ("access_key", accessKey);

headers.put ("nonce", nonce) ;

headers.put ("signature", signatureData) ;

httpRequest.addHeaders (headers) ;

3.2 XHHFIE (HFL):

3.2.1 k&304 - /ile/upload

Pl DA % 1B A SOOI RO i, SOURZESCPF R KBRA 1SOML, - [T R 2830 Rk 1OM, - 35T 4R
IIESLAF IR S50M, SUPEARAFIER Bl SAEA i 7 KIGIMER -

form-data

SH 7 | ik o bri
file S Wi
type doc: Y pic: [ /- audio: 45 video: #IAH | 3k
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iR[E1fY data

FRA | #Hik

fileKey | 3CfFid

PA java Syl

/] MEFERSHK

db &
T~

httpRequest.form("file",new File("/tmp/ & =& .png"));

httpRequest.form("type", "pic");

HttpResponse httpResponse = httpRequest.execute();

String result = httpResponse.body () ;

R EE SRR Bl . B R, R [E] ISON Kl il -

{
"code": "200",
"data": |
"fileKey": "1544567382363930624"
by
"message": MM K"
¥

b 3E VR AR, 3R 5] ISON Kt il -

"code": "1001",

"message": "fileLabel XHHFELEGE A"

3.2.2 X {4TFiF - /evidence/file

M P T SCEAFIE
BEREH
SHZ | #ik il bri
fileLabel | SCFR%E Witk
files i PR | bk
files[0] | 3CfFid Witk
10 Chapter 3. #0O
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iR[E1fY data

A SCPF R 1 i 23R [l SO id XA AL id

FHB A ik

list bean X 52413
bean.id A id
bean.attestationId | FFilF id

DA java il

/] MEFERSHK

List<Long> list = new ArrayList<>();
list.add(1529663660129480704L) ;

EvidenceFileParam evidenceFileParam = new EvidenceFileParam();
evidenceFileParam.setFileLabel ("ArZ");
evidenceFileParam.setFiles (list);

httpRequest.body (JSONUtil.toJdsonStr (evidenceFileParam)) ;
HttpResponse httpResponse = httpRequest.execute();

String result = httpResponse.body () ;

AR5 RR Bl . B R A, R [E] ISON Ktk il

"COde":"ZOO",

"data": [
{
"attestationId":"did:bid:ef23cydtVMQit888kfwgrZAJCccet2gQM",
"id":"1544567382363930624"
}

1,
"message": " ER "

b 3 VR IR, W3R 8] ISON Hiin il -

"Code": "500",
"message": "X AR R IEF"

32. XHHFIE (HFH):

11
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3.3 hash #Fif (sha256) - /evidence/hash

J 24T hash A7k

3.3.1 iBKEH

SH & g P b
fileLabel AR Whik
list HashInfo Xf 2513 | ik
HashInfo filename | 3{{4:44 Wik
HashInfo.fileHash | {4 hash Witk
3.3.2 iR[OlgY data
P hash £EIEEE 1S J5 2R BIFEIE id 5132
FE% Hik
list bean Xf 5271 &
bean.hash A4 hash
bean.attestationld | 77 id
PA java Sy fil:
/) HEERSHK
List<EvidenceHashParam.HashInfo> list = new ArrayList<>();
EvidenceHashParam.HashInfo hashInfol = new EvidenceHashParam.HashInfo();

hashInfol.setFilename ("test1");

hashInfol.setFileHash (
—"98df1£f1dfb3b1al23¢c1517912dc70447aa6lcobe532ac99de973abb6219e1653");
list.add (hashInfol);

EvidenceHashParam evidenceHashParam = new EvidenceHashParam() ;
evidenceHashParam.setFileLabel ("ArZ") ;
evidenceHashParam.setList (1ist);

httpRequest.body (JSONUtil.toJdsonStr (evidenceHashParam)) ;

HttpResponse httpResponse = httpRequest.execute();

String result = httpResponse.body () ;

AR EE SRR Bl . B R AT, MR [E] ISON Kl -

12
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"code":"200",
"data": [
{

"attestationId":"did:bid:efakE9e45apUbuA87y7Y6z jMTaGfHLt 7TWX",

"hash":"98df1f1dfb3b1al23c1517912dc70447aa6lcbbe532ac99de973abb6219e1653"

1,
"message" : " fE K"

b 3E DRI R, W3R 8] ISON Hiin il -

"code":"1010",

"message":"FM ALK ARG XH hash A"

3.4 HZFiE%I3R - /evidencellist

RIFFIES 22

3.4.1 i"FREH

SN & iR BTk
evidenceType AR 1. SCAFIE 2. hash fF4IE E|=9y874
evidenceChannel | fFiF =t 1. H8) 2.API ek
state 3. bt 4. LG S, (FIER 6 FAEA | e
startTime FF i) JEhk
endTime G ek
pageNumber A4 HT TR Ebitk
pageSize R SRR 50 T
filename AR R

3.4. 7RiE%3K - /evidence/list

13
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3.4.2 jR[OlgY data

P IAFUE AR EO ) 242 11 B )5 22 iR M A7 RS 2

FEA ik
totalPage e
pageSize BT R EOR
pageNum J=iki4
TOWS FuEE R4 info
info.evidenceChannel | f#iF 5= 1. H B 2.API
info.attestationld ik id
info.auditTime B AZ I [A]
info.auditResult A% GE
info.fileHash A hash
info.userld FFid
info.fileLabel SRR
info.filename 444
info.fileSize SR
info.createTime A1)
info.upChainTime _AETE]
info.evidence Type FUEZEA 1 U AFIIE, 2:hash 7E3IE
info.state L Rpdi 2. Fpd it 3. fpscft 4. BAEAR S AFUEREED 6. fFik kIl
info.username H 44 %%
LA java Sy fi:

/] MBEFERSHK

Map<String ,Object> body = new HashMap<>();
body.put ("evidenceType", 1) ;
httpRequest .body (JSONUtil.todsonStr (body));
HttpResponse httpResponse = httpRequest.execute();
String result = httpResponse.body () ;

R[5 R Bl . B R, W [E] ISON Hidlis il :

"code":"200",

"data":{
"totalPage":"1",
"pageSize":"10",
"rows": [

{

(continues on next page)
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(continued from previous page)

"evidenceChannel":2,

"attestationId":"did:bid:efaE%e45apUbuA87y7Y6zJMTaGEHt TWX",

"fileHash":
—"98df1£f1dfb3b1al23c1517912dc70447aa6lc6be532ac99de973abb6219e1653",

"userId":"did:bid:z£fGUkdghxEamsPvpgAH2iRHk1ifhcW6l",

"fileLabel":"fR&",

"filename":"test1l",

"createTime":"2022-07-07 11:10:19",

"evidenceType":2,

"upChainTime":"2022-07-07 11:10:59",

"state":4,

"username": " FiR"

"evidenceChannel":2,

"attestationId":"did:bid:ef23cydtVMQit888kfwgrZAJCccet2gQM",

"fileHash":
—"46d1£f4£f65279641891cl13eblcfbalf4a93cddlc9e5d7cca3lcdl860dbe7cad63",

"userId":"did:bid:z£fGUkdghxEamsPvpgAH2iRHkl1ifhcW6l",

"fileLabel":"fR&",

"filename":"¥ E K .png",

"fileSize":"1306418",

"createTime":"2022-07-07 11:08:51",

"evidenceType":1,

"state":2,

"username": " FiR"

1s
"pageNum":"1",
"totalM:mom

by

"message": "ETL%%(/T/F&IJJ] "

b. LA RN, W3R ] ISON Befiin il :

"code": "500",
"message" . H%%%}é’_i&%u

3.4. TFiE%I3R - /evidence/list 15
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3.5 HFiEi¥1E - /evidence/detail

FIAFUETEN .

3.5.1 iBKEH

SH A it —REIE
attestationld | f7iF id | 203k

3.5.2 jR[OfY data

A AU 1N J5 2R R s

16
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LA java 4y fil:

FEA itk

attestationId ALk id
evidenceShareCode IEPEHE RS
pdfFileKey pdf 34 id

fileHash TEUE 344 hash
dataExpireTime raalpygLSugiilingE|
attestationType TEEZEE 1. 304 2.hash
dataExpireFlag FEIE S 5 2
userld ) id

fileLabel A FRZ:

auditTime AN

auditResult AL R

filename 44

createTime 41 2 B ]
upChainTime RS [A)
attestationChannel FskyE 1. 3B 2.API
dataFileKey AFUESCAER SO id
username M 4475

checkBean HEE R
checkBean.blockHash %% 55 hash
checkBean.fileName A4 FR
checkBean.evidenceTime | F7iEH]f]
checkBean.flag = h ek
checkBean.attestationld | #7ilF id
checkBean.confirmTime | HHH}E]
checkBean.confirmHash Xt hash
checkBean.ledgerSeq X B B
checkBean.hash A4 hash

/] MBEEREHK

Map<String ,Object> body = new HashMap<>();

body.put ("attestationId", "did:bid:efsRrRCTEmMA7ZWodWFPkjMW2u5Y4hikv") ;

httpRequest .body (JSONUtil.todsonStr (body)) ;

HttpResponse httpResponse = httpRequest.execute();

String result

httpResponse.body () ;

R EE SRR Bl . B R, W [E] ISON Hdhis il

3.5. HFiFi¥1§E - /evidence/detail

17




bitfactory Documentation, Release 1.0

"code":"200",
"data":{
"checkBean":{
"blockHash":
—"ec879f484d5aed9d598c3d615€a70£8246272b3d4c5796dcedc3e67a402d0905",
"fileName":"testl",
"evidenceTime":"2022-07-07 11:10:59",
"flag":true,
"attestationId":"did:bid:efaE9e45apUbuA87y7Y6ziMTaGEfHt 7TWX",
"confirmTime":"2022-07-07 11:11:01",
"confirmHash":
—"106f%a90ad4ac78a45acdfe203a353562£3779ff1c6£3fc35d8914dd6a7ecO6da",
"ledgerSeqg":"1113290",
"hash":"98df1f1dfb3b1al123c1517912dc70447aa6lcbbe532ac99de973abb6219e1653"
I
"attestationId":"did:bid:efaE9%9e45apUbuA87y7Y6zjMTaGEHt 7TWX",
"evidenceShareCode" :"KD8TCISG",
"pdfFileKey":"1544881909048279040",
"fileHash":"98df1f1dfb3b1al23c1517912dc70447aab6lc6be532ac99de973abb62191653",
"attestationType":2,
"dataExpireFlag":false,
"userId":"did:bid:zfGUkdghxEamsPvpgAH2iRHk1ifhcW6l",
"fileLabel":"AR&",
"filename":"testl",
"createTime":"2022-07-07 11:10:19",
"attestationChannel":2,
"upChainTime":"2022-07-07 11:10:59",
"id":"1544881469589377024",
"username" : " K"
by
"message" : "B K I

b. 2 LA M, R[] ISON il il -

"code": "500",
nmessageu . ll%%%}é’.i}(u

18 Chapter 3. #0O
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3.6 TEHEIEs pdf 3L - /file/download/{fileKey}

AFUEJFSCPREL pdf T3k

3.6.1 Path

S A | #Hik =EAE
fileKey | 3Cffid | Wbtk

3.6.2 REIRYICH

% 1 SR AR SO A S SUE 4%, SOl http 3R 145 R 8 body, U FERULE http 1) header H, header
[t 44 FR 42 Content-Disposition, header {H Il

form-data; name=Content-Disposition; filename=5Yhus2mVSMnQRXobRJCYgt.zip

PA java Syl

String apiName = "/file/download/1529707935276466176";
HttpRequest httpRequest = createRequestGet (apiName) ;

HttpResponse httpResponse = httpRequest.execute();
String header = httpResponse.header ("Content-Disposition");
Pattern pattern = Pattern.compile (".*filename=\"(.*)\".*");

Matcher matcher = pattern.matcher (header);

String fileName = "";
if (matcher.matches()) {
fileName = matcher.group(1l);

i
byte[] bytes = httpResponse.bodyBytes();
ToUtil.write (new FileOutputStream("/tmp/" + fileName),true,bytes);

R EIEERIR B a5 LR B, IR [l SO

bytel]

b 3 DR IR, W3R 8] ISON Hiin il -

"code": "2001",
"message": "XHAFAE"

3.6. THEiFiEsk pdf 3L - /file/download/{fileKey} 19
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CHAPTER

FOUR

A&

B e Fp 240 i 3k

"request_id": "2XiTgZ20oVrBgGgKQlruCKh",

"access_key": "2y7cg8kmoGDrDBXJLaizoD",
"nonce": 1464594744

SR Java AURD RN

import
import
import
import
import
import

import
import
import

import

public

cn.hutool.core.util.HexUtil;
cn.hutool.core.util.IdUtil;
cn.hutool.crypto.BCUtil;
cn.hutool.crypto.SecureUtil;
cn.hutool.crypto.asymmetric.SM2;
org.bouncycastle.crypto.engines.SM2Engine;

org.bouncycastle. jcajce.provider.asymmetric.ec.BCECPublicKey;
java.nio.charset.StandardCharsets;
java.security.KeyPair;

java.util.Base64;

class SignatureUtil ({

g3
public static String sign(byte[] data, String privateKey) {

}

SM2 sm2 = new SM2 (privateKey,null);

sm2.setMode (SM2Engine.Mode.C1C2C3) ;
sm2.usePlainEncoding () ;

/B BHE Baseed HAJEREMMEN AERLT signature FEHME

return Base64.getEncoder () .encodeToString(sm2.sign (data));

/B
public static boolean verify(byte[] data, String publicKey, String sign) {

SM2 sm2 = new SM2 (null, publicKey);
sm2.setMode (SM2Engine.Mode.C1C2C3) ;

(continues on next page)
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(continued from previous page)

sm2.usePlainEncoding () ;
return sm2.verify(data,Base64.getDecoder () .decode (sign));
}
e ik
public static void main(String[] args) {
KeyPair keyPair = SecureUtil.generateKeyPair ("sM2");
String publicKey = HexUtil.encodeHexStr (((BCECPublicKey)keyPair.getPublic()) .
—getQ () .getEncoded (false));
//RSA A X B A2
String privateKey = HexUtil.encodeHexStr (BCUtil.encodeECPrivateKey (keyPair.
—getPrivate()));
System.out .println (publicKey) ;
System.out.println (privateKey);
long requestId = IdUtil.getSnowflakeNextId();//2XiTgZ20oVrBgGgKQlruCKh
String accessKey = "2y7cg8kmoGDrDBXJLaizoD";
long nonce = System.currentTimeMillis () /1000;//1464594744
String data = requestId + accessKey + nonce;
E <
String sign = sign(data.getBytes (StandardCharsets.UTF_8),privateKey);
System.out.println(sign);
/s
boolean verify = verify(data.getBytes (StandardCharsets.UTF_8),publicKey,sign);

System.out .println(verify);

Note: 254 T I 5152 SM2, 244 Bl 7 A7 Hh e 0 il bytes I ZLJT] UTF-8 itk

22 Chapter 4. &




CHAPTER

FIVE

AIERAE ] maven, AT DUIA AN fOH:

JAVA

<dependency>
<groupId>cn.hutool</groupId>
<artifactId>hutool-all</artifactId>
<version>5.7.22</version>

</dependency>

<dependency>
<groupId>org.bouncycastle</groupld>
<artifactId>bcprov-jdkl5tol8</artifactId>
<version>1.71</version>

</dependency>

5.1 RBIER

java:

import cn.hutool.core.io.IoUtil;

import cn.hutool.core.util.IdUtil;
import cn.hutool.crypto.asymmetric.SM2;
import cn.hutool.http.HttpRequest;
import cn.hutool.http.HttpResponse;
import cn.hutool.http.HttpUtil;

import cn.hutool.json.JSON;

import cn.hutool.json.JSONUtil;

import org.Jjunit.Test;

import java.io.*;
import java.nio.charset.StandardCharsets;
import java.util.*;

import java.util.regex.Matcher;

(continues on next page)
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(continued from previous page)

import java.util.regex.Pattern;

public class ApiRequestTest {

static eclass EvidenceHashParam {
private String filelabel;
private List<HashInfo> list;
static class HashInfo {
private String filename;

private String fileHash;
public String getFilename () |

return filename;

public void setFilename (String filename)

this.filename = filename;

public String getFileHash () {

return fileHash;

public void setFileHash(String fileHash)
this.fileHash = fileHash;

public String getFileLabel () {

return filelLabel;

public void setFilelabel (String fileLabel) {
this.filelLabel = filelLabel;

public List<HashInfo> getList () {

return list;

public void setList (List<HashInfo> list) {
this.list = list;

(continues on next page)
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(continued from previous page)

static class EvidenceFileParam <
private String filelLabel;

private List<Long> files;

public String getFileLabel () {

return filelabel;

public void setFilelabel (String fileLabel) {
this.filelLabel = filelLabel;

public List<Long> getFiles () {

return files;

public void setFiles (List<Long> files) {

this.files = files;

private String uri = "http://127.0.0.1:18848/api";

/**
*
* @throws Exception
*/
@Test
public void detail () throws Exception {
String apiName = "/evidence/detail";
HttpRequest httpRequest = createRequestPost (apiName) ;
/] MBHEXSH
Map<String ,Object> body = new HashMap<>();
body.put ("attestationId","did:bid:efaE9%e45apUbuA87y7Y6zjMTaGEHL 7TWX") ;
httpRequest.body (JSONUtil.todsonStr (body));
HttpResponse httpResponse = httpRequest.execute();
String result = httpResponse.body();
JSON Jjson = JSONUtil.parse(result);
System.out.println(json.toString());

(continues on next page)

5.1. RBIERF
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(continued from previous page)

@Test

public void list () throws Exception {
// API path
String apiName = "/evidence/list";
HttpRequest httpRequest = createRequestPost (apiName) ;
/] MEEKSEK
Map<String ,Object> body = new HashMap<>();

// body.put ("attestationId","");

httpRequest.body (JSONUtil.todsonStr (body));
HttpResponse httpResponse = httpRequest.execute();
String result = httpResponse.body();
JSON json = JSONUtil.parse(result);
System.out.println(json.toString());

@Test
public void hash() throws Exception {
// API path
String apiName = "/evidence/hash";
HttpRequest httpRequest = createRequestPost (apiName) ;
/] MBFRSEK

List<EvidenceHashParam.HashInfo> list = new ArrayList<>();

EvidenceHashParam.HashInfo hashInfol = new EvidenceHashParam.HashInfo();

hashInfol.setFilename ("testl1");

hashInfol.setFileHash (
—"98df1£f1dfb3b1al23c1517912dc70447aa6lcbbe532ac99de973abb6219e1653") ;

list.add (hashInfol);

EvidenceHashParam evidenceHashParam = new EvidenceHashParam();

evidenceHashParam.setFileLabel("ﬁi%");

evidenceHashParam.setList (list);

httpRequest.body (JSONUtil.toJdsonStr (evidenceHashParam)) ;

HttpResponse httpResponse = httpRequest.execute();

String result = httpResponse.body();

JSON json = JSONUtil.parse(result);

System.out.println(json.toString());

@Test
public void file() throws Exception {
// API path
String apiName = "/evidence/file";
HttpRequest httpRequest = createRequestPost (apiName) ;

/] MEFRSEH

(continues on next page)
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(continued from previous page)

List<Long> list = new ArrayList<>();
list.add (1544567382363930624L);
EvidenceFileParam evidenceFileParam = new EvidenceFileParam();
evidenceFileParam.setFileLabel("ﬁi%");
evidenceFileParam.setFiles (list);
httpRequest.body (JSONUtil.toJdsonStr (evidenceFileParam)) ;
HttpResponse httpResponse = httpRequest.execute();
String result = httpResponse.body () ;
JSON json = JSONUtil.parse(result);
System.out.println(json.toString());

}

@Test

public void uploadFile() throws Exception {
// API path
String apiName = "/file/upload";
HttpRequest httpRequest = createRequestPost (apiName) ;
httpRequest.form("file", new File("/tmp/%%?ﬁg.png"));
httpRequest.form("type", "video");

HttpResponse httpResponse = httpRequest.execute();
String result = httpResponse.body () ;
JSON Jjson = JSONUtil.parse(result);
System.out .println(json.toString());
}
@Test
public void download () throws Exception {
// API path
String apiName = "/file/download/1529707935276466176";
HttpRequest httpRequest = createRequestGet (apiName) ;

HttpResponse httpResponse = httpRequest.execute();
String header = httpResponse.header ("Content-Disposition");
Pattern pattern = Pattern.compile(".*filename=\"(.*)\".*");
Matcher matcher = pattern.matcher (header);
String fileName = "";
if (matcher.matches()) {
fileName = matcher.group(1);
}
byte[] bytes = httpResponse.bodyBytes();
IoUtil.write (new FileOutputStream("/tmp/" + fileName),true,bytes);

private HttpRequest createRequestPost (String apiName) throws Exception {

(continues on next page)

51. ="HIERF 27




bitfactory Documentation, Release 1.0

(continued from previous page)

/] AR

HttpRequest httpRequest = HttpUtil.createPost (uri + apiName) ;
setHttpRequestHeaders (httpRequest) ;

return httpRequest;

}

private HttpRequest createRequestGet (String apiName) throws Exception {
/] MR
HttpRequest httpRequest = HttpUtil.createGet (uri + apiName) ;
setHttpRequestHeaders (httpRequest) ;
return httpRequest;

private HttpRequest setHttpRequestHeaders (HttpRequest httpRequest) throws.

—Exception {
// RSA FhE B EAE

String privateKey =

—"308193020100301306072a8648ce3d020106082a811ccf5501822d047930770201010420ab398da2bb92
=";

/] Rk

String requestId = IdUtil.simpleUUID();

String accessKey = "9d82aeae8c9b4cd79715£c2923619472";

String nonce = String.valueOf (System.currentTimeMillis () / 1000);

/B4 HAE = requestId+accessKey+nonce

String data = requestId + accessKey + nonce;

/] T E 4

SM2 sm2 = new SM2 (privateKey,null);

sm2.setMode (SM2Engine.Mode.C1C2C3) ;

sm2.usePlainkEncoding () ;

/] BEAGER Base6d HHEJEHE MM AERLF signature FHRMHME

String signatureData = Baseb64.getEncoder () .encodeToString(sm2.sign (data.
—getBytes (StandardCharsets.UTF_8)));

/) Mz Rk

Map<String ,String> headers = new HashMap<>();

headers.put ("request_id", requestId);

headers.put ("access_key", accessKey);

headers.put ("nonce", nonce) ;

headers.put ("signature", signatureData) ;

httpRequest.addHeaders (headers) ;

return httpRequest;
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